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ABSTRACT The accelerating digital transformation of the maritime industry, driven by the widespread
adoption of Internet of Things (IoT) devices, integrated vessel systems, and automated port operations,
has significantly expanded its cyber-attack surface, rendering it increasingly vulnerable to sophisticated
threats. This study investigates the application of Open-Source Intelligence (OSINT) as a proactive, scalable,
and cost-effective methodology for enhancing maritime cybersecurity. We present a specialized maritime
OSINT framework comprising a systematic five-phase workflow (Identification, Collection, Processing,
Analysis and Dissemination) tailored to the sector’s unique operational and threat landscape. The framework
is supported by a comprehensive taxonomy of maritime cyber threats and a curated toolkit of over 100 OSINT
resources, spanning vessel tracking, corporate intelligence, digital reconnaissance, and analytical platforms.
Through applied case studies, we demonstrate how this approach can identify critical vulnerabilities such
as exposed operational technology, weak software supply chain links, and human-factor risks derived from
publicly accessible data. Our findings confirm that maritime OSINT provides an indispensable intelligence
layer, enabling stakeholders to transition from reactive security postures to proactive risk management
through early threat detection, informed vulnerability assessment, and enhanced situational awareness, while
adhering to the proposed ethical and legal guidelines for responsible intelligence collection.

INDEX TERMS Cyber threat intelligence, maritime cybersecurity, maritime operations, maritime OSINT,
open-source intelligence, OSINT, threat prevention.

I. INTRODUCTION

The maritime industry is undergoing rapid and extensive
digitalization across all aspects of the domain. Although
this technological integration promises enhanced productiv-
ity and streamlined operations, it simultaneously expands the
attack surface. With over 80% of international trade relying
on maritime transportation [1], it is crucial to secure and
protect the different aspects of the sector from cybersecu-
rity challenges. Cyberattacks on the maritime industry have
increased by a staggering 900% in recent years [2]. It is
sensible to implement additional security layers [3].
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This digital transformation includes automation in ports,
integration of IoT devices on vessels, and establishment
of interconnected logistics systems. Unfortunately, a sin-
gle vessel often presents a complex security environment,
simultaneously operating cutting-edge technologies along-
side very old legacy systems, further complicating compli-
ance with evolving regulations such as the Network and
Information Systems (NIS)-2 Directive (EU 2022/2555)
[4], which mandates stringent cybersecurity risk manage-
ment for maritime operators and the International Maritime
Organization IMO—the UN agency responsible for regulat-
ing shipping) resolution MSC.428(98) [5], requiring cyber
risks to be addressed under the International Safety Man-
agement (ISM) Code (an international standard for the
safe management and operation of ships) [6]. Maritime

© 2026 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.

39852

For more information, see https://creativecommons.org/licenses/by/4.0/

VOLUME 14, 2026


https://orcid.org/0000-0002-5799-5032
https://orcid.org/0000-0003-2665-9957
https://orcid.org/0000-0001-8691-0141

A. N. Nasr et al.: Proactive Defense: An OSINT Framework for Maritime Cybersecurity

IEEE Access

organizations are high-value targets for various threat actors.
Current security practices are often reactive, stressing the
need for proactive intelligence capabilities, such as Open-
Source Intelligence (OSINT), to anticipate and mitigate
threats [7], [8].

OSINT can be weaponized by malicious actors to plan and
execute targeted attacks against maritime assets by exploiting
the very data intended for safety and transparency. By system-
atically analyzing OSINT sources, adversaries can identify
high-value targets through unexplained loitering patterns and
route anomalies, which may signal vessels carrying sensitive
cargo or operating under duress.

For example, the Automatic Identification System (AIS) is
a standard tracking system used globally to monitor vessel
positions, routes, and identities in real time, which can be
utilized to detect deliberate gaps in transmission or inconsis-
tencies that indicate spoofing. Attackers can pinpoint vessels
attempting to conceal their movements, making them vul-
nerable to interception, piracy, or cyber-physical attacks.
Additionally, by mapping broader traffic patterns within
strategic chokepoints or politically sensitive areas, malicious
actors can identify optimal times and locations for ambushes,
smuggling operations, or coordinated cyber intrusions, turn-
ing publicly available maritime data into a tactical blueprint
for disruption and exploitation.

The primary objective of this study is to leverage this spe-
cialized framework to empower maritime stakeholders with a
proactive, cost-effective capability for early threat detection,
vulnerability identification, and enhanced situational aware-
ness, thereby enabling a shift from reactive security postures
to preventive risk management. Beyond the framework itself,
this study makes two additional contributions:

First, it introduces a structured analytical approach that
transforms raw OSINT findings into actionable intelli-
gence through vulnerability categorization, severity ranking,
and mapping to established frameworks such as MITRE
ATT&CK [9].

Second, it provides practical guidance for organizational
adoption through a tiered integration model that enables mar-
itime stakeholders of all sizes to operationalize OSINT within
the existing governance structures and regulatory compliance
frameworks.

The study follows a structured methodological framework
organized into five key phases: identification, where strategic
objectives are defined; collection, where data are system-
atically gathered from public sources; processing, where
data are cleaned and normalized; analysis, where processed
data are examined to extract intelligence; and dissemina-
tion, where findings are synthesized into actionable reports.
Throughout this workflow, a variety of OSINT tools are uti-
lized, each aligned with the goals of the corresponding phase.
These tools were identified through a dedicated research
process to assemble a practical toolkit tailored for the mar-
itime domain. This research is primarily methodological and
framework-oriented in nature. Rather than presenting quanti-
tative experimental results, it offers a structured, repeatable
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process for maritime OSINT collection and analysis, vali-
dated through a qualitative case study.

This study investigates the potential of OSINT to enhance
maritime cybersecurity, with a primary focus on pre-
ventive measures. The novelty of this study lies in the
development of a comprehensive and actionable OSINT
framework specifically tailored to the maritime cybersecu-
rity context, a contribution that fills a significant gap in the
existing literature. While prior research has acknowledged
the value of OSINT, this study provides a holistic, step-by-
step methodology for its implementation, complete with a
taxonomy of maritime cyber threats and a systematic process
for collecting and analyzing data from diverse public sources
such as AIS, Shodan, and crew social media.

The remainder of this paper is organized as follows.
Section II establishes the necessary background by detailing
OSINT principles, the maritime cybersecurity landscape, key
threat actors, and prevalent attack vectors. Section III reviews
the related work and positions our contribution within the
existing scholarly discourse. Section IV presents the core
of our research: a detailed maritime OSINT methodology,
including a five-phase intelligence workflow, a discussion
of the research process behind the compilation of a catego-
rized toolkit, and a critical examination of ethical and legal
considerations. Section V details the resulting taxonomy of
maritime OSINT tools. Section VI demonstrates the practical
application of the proposed framework through a case study,
validating its utility in identifying real-world vulnerabilities.
Section VII discusses the findings, emphasizing organiza-
tional integration, process development, and human factors in
maritime cybersecurity. Finally, Section VIII concludes the
paper by summarizing the key contributions and outlining
directions for future research.

Il. BACKGROUND

This background section begins by establishing the fun-
damental role of OSINT and demonstrating how the vast,
publicly accessible digital footprint of the industry can be
weaponized by threat actors. It then delves into the specific
methodologies of passive and active OSINT, highlighting
the emerging threat of Al-enhanced attacks that automate
profiling and phishing. This section subsequently maps the
complex maritime cybersecurity landscape, emphasizing the
convergence of Information Technology (IT) and Operational
Technology (OT) as a key vulnerability. Finally, it catego-
rizes diverse threat actors and analyzes the primary attack
vectors they exploit, from network intrusions and satellite
communication compromises to social engineering and sup-
ply chain attacks. Together, these elements frame a sector
under mounting pressure, where increasing digitalization is
met with sophisticated and multifaceted cyber threats.

A. OPEN-SOURCE INTELLIGENCE (OSINT)

Open-Source Intelligence (OSINT) is the practice of gather-
ing and analyzing information that is freely and legally acces-
sible to the public for purposes such as threat assessment and
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cybersecurity. OSINT plays a vital role in staying informed
and responding effectively using deductions derived from
aggregated data [10], [11].

From pictures to videos to other forms of digital media,
people are increasingly sharing personal information online,
and the same applies to the maritime domain. With proper
tools and social engineering skills, malicious actors can gain
access to sensitive information, such as passwords, or even
extort someone [11].

For example, we can obtain a lot of information related to
the maritime sector from public records and websites such
as MarineTraffic [12]. Namely, we can find the vessel’s IMO
number, Maritime Mobile Service Identity (MMSI) numbers,
dimensions, owner, current location, and even its departure
and destination ports. For some vessels, information about
past crew members may also be accessible. All this infor-
mation can be obtained by knowing the name of the vessel.
Over time, bad actors can build a dossier with sufficient
crucial information, then plan and launch various attacks,
ranging from physical assaults (e.g., piracy and smuggling)
to sophisticated cyber intrusions that exploit vulnerabilities
in the vessel’s systems [13].

An excessive amount of sensitive information is shared
intentionally or unintentionally. Some threat actors can build
extensive and detailed profiles about vessels or other sensitive
maritime infrastructure by collecting and processing freely
available information.

B. PASSIVE OSINT AND ACTIVE OSINT IN MARITIME
Passive OSINT involves collecting and analyzing publicly
available information without directly interacting with the
target systems or individuals. In the maritime context,
this includes gathering data from official registries, vessel
tracking platforms such as MarineTraffic, regulatory pub-
lications, crew social media profiles, and industry news
sources. Maritime organizations routinely generate a sig-
nificant digital footprint across these open sources, which
can be harvested to build comprehensive threat intelli-
gence profiles without alerting the target of the threat. For
instance, researchers can analyze AIS data, port records,
and satellite imagery to detect suspicious activities, such
as AIS blackouts or sanction-evading vessel movements,
while remaining undetected by potential adversaries [14].
Passive collection enables maritime security teams to identify
vulnerabilities using tools such as Shodan without intru-
sive scanning, thereby supporting proactive threat hunting
and situational awareness. As discussed in Section IV-C,
practitioners must navigate data protection regulations, such
as the GDPR, by ensuring purpose limitation and data
minimization.

Active OSINT involves deliberate interaction with tar-
get systems or individuals to elicit information from them.
In maritime cybersecurity, this may include probing pub-
licly accessible network services, querying exposed APIs,
conducting targeted social engineering, or using penetration-
testing tools to validate vulnerabilities identified through

39854

passive means. Simulating attack scenarios, such as phish-
ing campaigns, using scraped crew data or testing weak
credentials on shipboard Wi-Fi terminals help organizations
assess their resilience to real-world attacks by mimicking
adversary behaviors to uncover security gaps that passive
collection alone might miss [15]. However, active OSINT
incurs higher legal and operational risks, as it may involve
accessing systems without explicit authorization or interact-
ing with personnel under a pretext. Therefore, strict ethical
guidelines, proportionality, and clear operational boundaries
are essential. For example, penetration testing teams collab-
orating with OSINT units must ensure that their activities
are scoped, authorized, and designed to enhance security—
not to disrupt operations or violate privacy. When properly
integrated into maritime security workflows, active OSINT
provides actionable threat validation, strengthens defensive
simulations, and helps organizations transition from reactive
to proactive cyber defense.

Recent findings highlight how Acrtificial Intelligence (AI)
has significantly increased the efficiency and effective-
ness of cyberattacks. Heiding et al. [16] demonstrated that
Al-powered phishing tools can automatically gather informa-
tion from public sources, build detailed vulnerability profiles,
and generate personalized phishing emails with a 54% suc-
cess rate, which is 350% more effective than traditional
“spray-and-pray”’ phishing attempts. When applied to the
maritime context, this means that attackers could rapidly col-
lect data on vessel crew members from professional networks,
leaked credentials, or shipping company websites and launch
convincing phishing attacks masquerading as legitimate port
authority messages or safety information.

Moreover, Al now enables large-scale automated person-
ality profiling of targets, making phishing attempts more per-
suasive. Buraya et al. [17] showed that personality attributes
can be inferred by fusing data from multiple social media
platforms, providing a 360° behavioral profile of an individ-
ual. Similarly, Liu et al. [18] found that even subtle cues, such
as social media profile picture choices, can reliably predict
the Big Five personality traits. By combining these meth-
ods, attackers can infer whether a maritime officer is highly
agreeable, extroverted, or conscientious, and tailor phishing
content to exploit these psychological tendencies. This aligns
with the findings of Eftimie et al. [19], who demonstrated that
spear-phishing emails designed to manipulate traits such as
high agreeableness or extraversion substantially increase the
likelihood of victims clicking on malicious links or disclosing
sensitive information.

In a realistic maritime attack scenario, an Al-driven adver-
sary could scrape OSINT sources to map a vessel’s exposed
digital assets, identify crew members’ online profiles, and
infer their personality traits from the posted content and
images. The Al system can then craft hyper-personalized
phishing emails appearing to come from trusted logis-
tics partners or fleet management services, designed to
exploit the specific cognitive biases of individual targets.
The automation of OSINT trawling and psychological
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profiling drastically reduces the time and expertise required
for sophisticated attacks, increasing both their scale and
success rate. These findings highlight the critical impor-
tance of integrating human-factor defenses alongside
traditional technical measures in maritime cybersecurity
strategies [16], [17], [18], [19].

C. MARITIME CYBERSECURITY LANDSCAPE

Cyberattacks targeting the maritime sector are a reality that
must be acknowledged and protected against. The increas-
ing number of attacks is a result of the rapid integration of
advanced technologies into various aspects of this domain.
Ships are becoming more digitally interconnected, and as a
result, their growing digital footprint presents opportunities
for cyber adversaries to exploit them [20].

Recent research in maritime cybersecurity [21], [22], [23]
has revealed an increasing sophistication in threats and their
potential for serious disruption. One of the key findings is the
unique nature of maritime cybersecurity, particularly how the
convergence of Information Technology (IT) and Operational
Technology (OT) introduces entirely new attack surfaces.

Researchers have identified five primary domains of vul-
nerability within the maritime sector: vessel navigation sys-
tems, cargo management, port operations, shipping company
networks, and broader supply chain communication. Among
these, vessel systems stand out as particularly exposed,
largely due to their heavy reliance on Global Navigation
Satellite Systems (GNSS), which are susceptible to jamming
and spoofing attacks [21], [24], [25].

For example, AIS can be disrupted or deliberately turned
off, leading to what is known as “AIS blackouts”. Such
gaps obscure a vessel’s activities, raising concerns, espe-
cially in politically sensitive areas or during suspicious
operations [26].

D. THREAT ACTORS
The cyber threat landscape in maritime environments is
evolving and becoming increasingly complex. Various threat
actors with different motivations and skill levels attempt
to circumvent security defenses. Therefore, it is logical to
identify and understand their tactics and techniques to adapt
and protect our systems effectively. Based on a retrospective
analysis of past maritime cyber incidents and intelligence,
we can categorize threat actors into the following:
State-sponsored actors typically target maritime assets
with strategic, economic, or military relevance. These actors
launch attacks for a multitude of reasons, such as intelligence
collection of maritime infrastructure, operational disruption,
or strategic leverage. Their operations often employ sophisti-
cated techniques, such as zero-day exploits, advanced persis-
tent threats (APTs), and long-term infiltration campaigns to
evade detection and maximize their impact [27], [28].
Cybercriminal organizations and individuals target mar-
itime operations for financial gain through ransomware,
business email compromise, and cargo theft facilitation. The
high value nature of maritime assets and their critical role
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in global trade make this sector a prime target for exploita-
tion. Ransomware groups have specifically attacked shipping
companies and port operators [27].

Hacktivists target maritime organizations for ideological
reasons. These actors, often environmental or labor rights
activists, turn maritime systems into battlegrounds for their
causes. Unlike financially motivated cybercriminals, hack-
tivists attack primarily to grab as much attention as possible
to gain press and media coverage [29]. Attacks on Maritime
IT systems, such as website defacement, distributed denial-
of-service (DDoS) campaigns, or data breaches leading to
leaked sensitive information, have publicity and reputational
damage, especially with social media involved, increasing
the attack impact on shipping companies, port authorities,
or maritime regulatory bodies [30], [31].

Finally, insider threats from current or former employees
with access to operational maritime systems or sensitive data
pose a significant risk to maritime organizations [32]. Due
to the extensive knowledge of internal systems, operational
processes, and security controls that these actors gain during
their employment, the impact of damage can be severe or
even catastrophic [33]. Insiders may act with malicious intent
due to personal grievances, coercion, or financial incentives,
intentionally compromising networks or leaking sensitive
data [34], [35].

E. ATTACK VECTORS

Cyberattacks threaten maritime operations through diverse
attack vectors, each leveraging unique aspects of mar-
itime systems, processes, and human elements. To build
strong defenses and guide security investments, it is cru-
cial to understand these vectors. Analysis of past maritime
cyber incidents emphasizes several common and successfully
exploited attack methods against maritime targets [22].

Network-based attacks target interconnected systems
within the maritime sector, including corporate networks,
ship communication platforms, and port management infras-
tructure, many of which rely on outdated legacy systems
with known vulnerabilities. These attacks commonly exploit
weaknesses such as outdated software, weak user authen-
tication, and misconfigured network settings. A real-world
example is the 2023 cyberattack on Det Norske Veritas
(DNV)’s ShipManager software, a widely used fleet manage-
ment system. The breach, which affected over 1,000 vessels,
disrupted operations and forced DNV to isolate its servers,
highlighting the risks posed by aging infrastructure in critical
maritime IT systems [36], [37].

Vessel operations relying on Very Small Aperture Ter-
minals (VSAT) and other satellite systems are susceptible
to cyberattacks because of inherent vulnerabilities in satel-
lite communication [38], particularly when integrated with
outdated legacy systems that lack modern security patches.
Research indicates that common maritime satellite equip-
ment often exhibits weaknesses, such as weak encryption,
persistence of default credentials, and exploitable firmware
flaws [39]. These risks were demonstrated in the 2022
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cyberattack on Iranian oil tankers, where hackers exploited
satellite communication systems to disrupt navigation and
spoof GPS data, causing operational chaos and forcing ves-
sels onto unintended routes. This incident underscores how
legacy maritime technologies can become critical liabilities
when left unsecured [35].

Social engineering preys on maritime personnel through
tactics like phishing, pretexting, and business email compro-
mise (BEC) [40]. These attacks bypass technical defenses by
exploiting human factors, often leveraging specialized indus-
try knowledge to craft believable scams. APT's sophisticated,
long-term cyberattacks typically backed by nation-states or
organized crime frequently employ such methods to infiltrate
maritime targets. A prime example is the multi-year spear
phishing campaign uncovered by EclecticlQ, where attack-
ers impersonated shipping companies and sent weaponized
Excel and Word documents that are embedded with malware.
The attackers employed several exploits in order to execute
the shellcode. The APT group exfiltrated sensitive data via
Simple Mail Transfer Protocol (SMTP), demonstrating how
social engineering enables persistent access for financial gain
or espionage [40], [41].

Supply chain compromises exploit the intricate web of
vendors, service providers, and contractors that support mar-
itime operations [42]. Attackers infiltrate primary targets by
compromising trusted third parties to hijack legitimate chan-
nels for unauthorized access. The catastrophic 2017 NotPetya
attack on Maersk, triggered by a compromised Ukrainian
accounting software vendor, exemplifies this risk: the mal-
ware crippled 49,000 workstations and 7,000 servers, para-
lyzing ports globally for weeks. The incident caused $300M
in losses, underscoring how supply chain breaches can devas-
tate business continuity, disrupt cargo operations, contractual
obligations, and just-in-time logistics [42], [43], [44], [45].

Operational technology exploitation targets industrial con-
trol systems governing ship propulsion, navigation, and port
cargo handling. The 2020 cyberattack on Iran’s Shahid
Rajaee port exemplifies this: attackers disrupted gate controls
and traffic systems, causing days of cargo backlog and rep-
utational damage. Similarly, in 2023 the port of Rotterdam
suffered a distributed denial of service (DDoS) attack—a
cyberattack that disrupts services by overwhelming them with
excessive traffic—attributed to pro-Russian hackers. Such
incidents reveal how IT-OT convergence creates novel risks
like malware jumping from corporate networks to critical OT
infrastructure [46], [47], [48].

lIl. RELATED WORK

There are only a few studies that explore the intersec-
tion of maritime operations and OSINT, and each adopts
a distinct methodology and focus. While existing research
demonstrates the potential of OSINT for improving mar-
itime situational awareness, cybersecurity, and operational
integrity, these works often differ in scope—ranging from pri-
vacy and ethical considerations to simulation-based training
and real-world case studies.
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Tanabe et al. [49] situate OSINT within the broader
intelligence cycle, arguing that while it is formally a
collection discipline, its effective execution inherently
involves processing and analysis techniques. The authors
present a comparative study of established OSINT cycles
from entities like Bellingcat (an investigative journalism
collective specializing in open-source analysis) and the
Berkeley Protocol (United Nations-endorsed guidelines for
digital open-source investigations) and propose a unified
method that integrates OSINT techniques—such as those
for text, technical, and social media analysis—into a work-
flow that can be combined with other intelligence disci-
plines (HUMINT, SIGINT, etc.) for all-source analysis. This
work is highly relevant as it provides a formal, process-
oriented perspective on OSINT, which complements the
application-specific frameworks discussed elsewhere and
reinforces the need for a structured, technique-driven method-
ology to be adopted within the maritime domain.

Rajamaki et al. [50] examine the intersection of OSINT and
Big Data Analytics (BDA) in maritime surveillance, focus-
ing particularly on privacy challenges within the Maritime
Integrated Surveillance Awareness (MARISA) project. The
study highlights how OSINT and BDA are vital for maritime
security operations—enabling data fusion from multiple open
sources like AIS signals, social media, and global news
datasets—but also raise serious ethical and legal concerns
regarding personal data protection. Emphasizing the princi-
ples of Privacy by Design (PbD) and compliance with General
Data Protection Regulation (GDPR), Rajaméki argues that
privacy must be embedded into surveillance systems from the
start to maintain public trust and prevent misuse of sensitive
data. The paper concludes that while OSINT-driven maritime
awareness systems enhance security and operational effi-
ciency, they must balance intelligence value with individual
rights and algorithmic accountability to ensure responsible
and transparent data use.

Lovell and Heering [51] present Exercise Neptune,
a simulator-based maritime cybersecurity training pro-
gram developed at Tallinn University of Technology to
enhance seafarers’ awareness and response to cyber threats.
Using navigational bridge simulators, the exercise replicates
real-world maritime environments and incorporates OSINT
techniques to simulate cyberattacks on ship systems such as
Electronic Chart Display and Information Systems (ECDIS),
AIS, and Global Maritime Distress and Safety Systems
(GMDSS). Participants successfully exploited vulnerabili-
ties and uncovered sensitive data, including North Atlantic
Treaty Organization (NATO) ship credentials and opera-
tional details shared via social media and public platforms.
The study highlights the critical role of human behavior
and digital footprints in maritime cybersecurity, demon-
strating how small, individual data leaks can collectively
expose operational weaknesses. The authors conclude that
effective cybersecurity training must move beyond techni-
cal awareness to foster a culture of shared responsibility,
integrating cyber hygiene into everyday maritime operations
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and simulator-based drills that reflect realistic threat
scenarios.

Sage [52] explores the use of OSINT as a practical tool for
maintaining situational awareness and operational continuity
when electronic tracking systems like the Automatic Identi-
fication System (AIS) fail or are intentionally manipulated.
The authors emphasize that AIS disruptions, whether caused
by cyberattacks, legal restrictions, or deliberate spoofing,
can have serious consequences for maritime safety, global
trade, and geopolitical stability. Through a detailed case
study tracking sanctioned Russian oil exports, the paper
demonstrates how freely available OSINT tools—including
satellite imagery, webcam feeds, Social Media Intelligence
(SOCMINT), and company and sanctions databases—can
be used to identify vessels, verify shipping activities, and
uncover links between seemingly legitimate maritime actors
and sanctioned entities. The findings reveal that OSINT not
only compensates for AIS blind spots but also provides
contextual intelligence about the people, companies, and
behaviors driving vessel operations. Ultimately, the study
positions maritime OSINT as a cost-effective, ethical, and
adaptable intelligence method that enhances sanctions com-
pliance, maritime transparency, and operational security in an
increasingly complex and digitally interconnected maritime
landscape.

Kanellopoulos [53] addresses the growing cyber threats
facing the maritime sector—including ransomware, naviga-
tion system tampering, and cargo data theft—and emphasizes
the necessity of a proactive Cyber Counterintelligence (CCI)
strategy to safeguard shipping operations. The study out-
lines key CCI measures such as continuous monitoring,
threat intelligence collection, vulnerability assessments, and
employee training, while also underscoring the importance
of collaboration and information sharing among industry
stakeholders. Although the paper does not focus explicitly
on OSINT, its emphasis on proactive intelligence gathering
and cross-sector collaboration aligns closely with the goals of
maritime OSINT frameworks, thereby reinforcing the value
of open-source methods in enhancing situational awareness
and cyber resilience within the shipping industry.

Building on these foundations, the current study aims to
address a significant gap in existing literature by proposing
a comprehensive, structured, and directly applicable OSINT
framework tailored specifically to maritime cybersecurity.
While previous works have explored discrete aspects of the
intersection, such as privacy ethics, training simulations,
or targeted case studies, there remains a need for an integrated
methodology that bridges strategic principles with hands-
on, operational execution. Existing research often isolates
specific challenges or tools without offering a holistic work-
flow that maritime security practitioners can systematically
adopt. This paper seeks to unify these fragmented insights
into a cohesive framework that not only details the necessary
steps, tools, and techniques but also embeds them within
the practical realities and constraints of maritime operations.
Importantly, this includes providing a curated and catego-
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rized toolkit of over 100 OSINT resources, which includes
vessel tracking, corporate intelligence, digital reconnais-
sance, geospatial analysis, and threat assessment, specifically
selected for their relevance to the maritime domain.

IV. METHODOLOGY

The methodology presented in this section is designed as a
practical framework for maritime OSINT practitioners. It is
not intended as an experimental design requiring quantitative
validation, but rather as a structured, qualitative approach to
intelligence gathering that can be adapted and refined based
on operational context.

This section begins by detailing the research process under-
taken to identify and catalog relevant OSINT tools. Given
the scarcity of academic literature focusing specifically on
maritime OSINT tooling, this compilation was derived from
practitioner blogs, industry reports, cybersecurity forums,
and the application of generic OSINT tools to maritime use
cases. Following this, the core of the methodology is pre-
sented: a tailored maritime OSINT workflow that adapts the
fundamental intelligence cycle to the unique challenges and
data streams of the maritime environment. Finally, the section
concludes with a critical examination of the ethical and
legal considerations that must govern all maritime OSINT
activities, ensuring operations are responsible, compliant, and
focused on legitimate security objectives.

A. OSINT TOOLS RESEARCH PROCESS

The catalog of tools presented in this research was assembled
from a range of public sources to address a gap in literature.
While academic journals, industry reports, and cybersecurity
publications provided critical context on maritime secu-
rity and OSINT methodologies, they seldom offer detailed
lists of operational tools. To build a practical toolkit, the
research expanded into the broader OSINT and cybersecurity
communities.

This involved reviewing practitioner blogs, security con-
ference materials, and technical forums where tools are
actively discussed and evaluated. The primary focus was on
identifying general-purpose OSINT, geospatial, and network
security tools that could be effectively applied to maritime
targets—such as using search engines like Shodan [54]
to locate exposed shipboard systems, or platforms like
MarineTraffic [12] to analyze vessel movements. Tools were
assessed based on their relevance to core maritime data
streams like AIS, satellite imagery, vessel registries, and
corporate records.

This approach ensures the resulting compilation is not
merely theoretical but reflects tools used in practice. The list
serves as a functional, applied resource tailored to the unique
intelligence requirements of the maritime domain.

B. MARITIME OSINT WORKFLOW

OSINT workflow is structured around the core phases of
intelligence (see Figure 1) [55], which provides a systematic
framework for conducting maritime OSINT investigations.
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The process begins with Identification phase, where the
intelligence requirements and the target’s specific informa-
tion environment are defined. This is followed by the Collec-
tion phase, involving the methodical gathering of data from
the diverse array of maritime-specific sources previously
outlined. The raw data then undergoes Processing phase to
be cleaned, normalized, and structured into a usable format.
Subsequently, the Analysis phase transforms this processed
information into actionable intelligence by identifying pat-
terns, relationships, and threats. Finally, Dissemination phase
where the findings are disseminated to relevant stakehold-
ers in a format that supports decision-making and security
operations. The following sections will examine each of these
phases in detail, with a focus on their unique application and
challenges within the maritime domain [56].

1. Identification

A 4

1 5. Dissemination } 2. Collection )
A
4. Analysis

FIGURE 1. Cyber investigation phases flowchart [55].

This methodology is inherently iterative, requiring periodic
execution and continuous refinement to ensure the compila-
tion of a comprehensive and up-to-date dossier on the target.

1) PHASE ONE: IDENTIFICATION

The identification phase is the critical first step in any
maritime OSINT investigation. Here, analysts move from a
general objective to a specific plan by systematically mapping
and evaluating the information landscape relevant to their
target, such as a specific vessel or port. This involves survey-
ing available data streams—including AIS trackers, satellite
imagery, official registries, port records, and cybersecurity
databases—to determine which sources are most credible,
accessible, and relevant. The goal is to build a tailored collec-
tion strategy that will efficiently yield insights into the target’s
operations, affiliations, or digital exposure.

Within maritime security and cybersecurity, this phase is
foundational for proactive defense. By identifying the right
sources upfront—such as technical scans for exposed net-
work devices or compliance records—analysts can accurately
model a target’s attack surface and operational patterns. This
enables the prioritization of monitoring efforts and supports
the design of defensive measures based on a clear understand-
ing of the target’s real-world information footprint, ensuring
all subsequent analysis is focused and actionable.

2) PHASE TWO: COLLECTION
The collection phase is the operational execution of the
OSINT workflow, where data is systematically gathered from
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the sources identified during the planning stage. In the mar-
itime context, this involves harvesting raw, publicly available
data from a diverse array of streams. Analysts concurrently
collect terrestrial and satellite AIS positions, vessel registra-
tion details from international and flag-state databases, port
call records, satellite imagery, and relevant maritime compli-
ance filings. This stage emphasizes breadth and methodical
capture, ensuring a comprehensive dataset for subsequent
analysis.

For maritime cybersecurity, the collection scope extends
to technical and adversarial sources. Investigators actively
gather data from network scanning tools like Shodan or Cen-
sys to identify exposed shipboard or port Industrial Control
Systems (ICS), harvest indicators of compromise from threat
intelligence feeds, and monitor relevant forums, social media,
and dark web channels for discussions on maritime-specific
vulnerabilities or threat actor activity. This multi-source
aggregation, combining operational, administrative, and tech-
nical data, creates the essential evidence base for identifying
anomalies, profiling potential threats, and uncovering digital
exposure points within the maritime domain.

3) PHASE THREE: PROCESSING

The processing phase transforms the raw data gathered during
collection into a structured, reliable dataset ready for analysis.
In maritime OSINT, this involves the critical tasks of clean-
ing, normalizing, and validating disparate data streams. AIS
feeds, port records, satellite imagery metadata, and technical
scan results are decoded, sorted, and integrated. Duplicate
entries are removed; time stamps are synchronized to a com-
mon standard, and corrupted or anomalous records—such
as impossible vessel speeds or locations—are flagged for
review. This process converts a vast volume of unstructured
information into a coherent, accurate foundation.

This stage is particularly vital for maritime cybersecu-
rity applications, where data integrity directly impacts threat
assessment. Processing includes verifying the authenticity of
technical data, such as correlating Shodan scan results with
known network architectures, and translating forum or threat
feed information into actionable indicators of compromise
(IoCs). By structuring the data into a searchable and cor-
related format—often within a dedicated analysis platform
or database—the phase ensures that subsequent analytical
efforts are focused on verified, relevant information, enabling
precise pattern recognition and vulnerability identification.

4) PHASE FOUR: ANALYSIS

The analysis phase represents the transition from structured
data to actionable intelligence. Using the cleansed dataset
from the processing stage, maritime OSINT investigators
employ analytical techniques to identify patterns, relation-
ships, and anomalies. This involves correlating disparate data
points—such as mapping a vessel’s AIS track against its
port call records and ownership history—to reconstruct time-
lines, establish behavioral baselines, and detect deviations
like loitering in sensitive areas or spoofed positional data.
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The core objective is to synthesize information from technical
scans, regulatory filings, and open-source reports to develop
a coherent narrative about the target’s operations, affiliations,
or security posture.

Within the domain of maritime cybersecurity, analysis
focuses explicitly on threat and vulnerability assessment.
Analysts examine processed data to identify digital exposure
points, such as unprotected network services on shipboard
systems, and correlate these findings with threat intelligence
on active exploitation campaigns. By connecting technical
vulnerabilities with contextual data, analysts can prioritize
risks and predict potential attack vectors, for example, a ves-
sel’s itinerary or the software versions disclosed in a procure-
ment notice. This phase demands rigorous cross-verification
from multiple sources to ensure accuracy, as the insights
generated directly inform critical decisions regarding threat
mitigation, defensive resource allocation, and overall mar-
itime security resilience.

5) PHASE FIVE: DISSEMINATION

Dissemination is the final stage of the intelligence cycle, and
it is essential to maritime OSINT, particularly for proactive
cyber defense. Sharing insights with maritime authorities,
vessel operators, port security, and regulators ensures that
key stakeholders understand emerging threats and the digital
exposure of ships, ports, and navigation systems.

This process also builds practical awareness of data pri-
vacy, AIS vulnerabilities, and risks from unsecured onboard
networks. Equipped with this knowledge, crews and oper-
ators can handle sensitive data more carefully, reducing
the likelihood of targeted incidents. Proactively, it enables
investigators to better detect communication anomalies,
identify compromised systems, and evaluate threats like
spoofed MMSI profiles or Global Positioning System (GPS)
manipulation.

Furthermore, effective dissemination ensures that open-
source intelligence, such as vessel-tracking data and port-
network metadata, is used to anticipate attacks rather than
merely respond. When integrated early in the OSINT pro-
cess, shared findings help shape strategic defenses, guiding
resource allocation and monitoring tools to stay ahead of
potential adversaries.

C. ETHICAL AND LEGAL CONSIDERATIONS

This section examines the essential ethical and legal bound-
aries that govern responsible OSINT activities within the
maritime domain. It navigates the delicate balance between
acquiring actionable security intelligence and upholding fun-
damental rights and legal obligations. The discussion begins
with privacy considerations, emphasizing principles like data
minimization and purpose limitation to prevent overreach.
It then explores the complex legal frameworks, including data
protection regulations and cybersecurity information-sharing
protocols, that practitioners must operate within. Finally,
it establishes core ethical guidelines for conducting OSINT,
arguing that legitimacy, proportionality, and transparency are
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not merely compliance checkboxes but the foundation of
credible and responsible maritime threat intelligence.

1) PRIVACY CONSIDERATIONS

When conducting maritime OSINT operations, privacy is
critical to responsible intelligence work. Handling personal
and corporate data comes with serious ethical and opera-
tional responsibilities, and it starts with a clear commitment
to data minimization. In other words, only collect what is
truly necessary. The focus should remain on security-relevant
information, not on sweeping up personal details about crew
members, passengers, or company staff that have no bearing
on the threat landscape [57].

Purpose limitation is equally important. OSINT activities
should be guided by clearly defined objectives specifically
tied to maritime security. It’s essential to avoid missions
creeping into unrelated areas like employee surveillance or
corporate espionage. Alongside that, well-thought-out data
retention policies are key. Information should be held only as
long as it is needed, with timelines based on how sensitive
or operationally useful the data is. That balance between
security and privacy helps maintain trust while keeping the
intelligence function sharp and focused.

2) LEGAL FRAMEWORKS

Maritime OSINT does not operate in a vacuum; it is shaped
by several legal frameworks that often span multiple juris-
dictions. One of the biggest legal challenges comes from data
protection laws. Regulations like GDPR lay out strict rules for
how personal data must be handled during OSINT activities.
That means everything from how information is collected and
analyzed to how long it is stored and with whom it is shared,
needs to follow clearly defined legal standards [58].

In addition to privacy laws, there are also legal frame-
works governing how security intelligence is shared between
private maritime organizations and government entities.
Many jurisdictions now have formal processes for cyber-
security information exchange, often backed by liability
protections and strict procedural guidelines. The European
Union Agency for Cybersecurity (ENISA) Guidelines for
Subject Matter Experts (SMEs) [59] on the security of per-
sonal data processing provide critical direction for maritime
OSINT practitioners handling sensitive information. These
guidelines emphasize that risk-based measures such as data
minimization, encryption of datasets, and strict access con-
trols are key considerations when processing crew details,
port worker records, or vessel ownership data obtained from
open sources. For OSINT practitioners, understanding and
working within these legal boundaries is foundational to both
compliance and operational credibility [60].

3) ETHICAL GUIDELINES

Ethics in maritime OSINT go well beyond following a
legal checklist; they are responsible for disciplined conduct.
First off, intelligence efforts must have a legitimate purpose,
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focusing squarely on safeguarding vessels, crew, cargo, and
critical systems. It is not about acquiring a competitive edge
or pursuing goals unrelated to security [61].

Then there’s proportionality, which is all about balance.
The level of data collection and analysis should match the
actual security risk; no over-the-top snooping when less intru-
sive methods can do the job. Finally, transparency matters.
While some operational details will naturally stay under
wraps, maritime organizations should strive to be open with
relevant stakeholders about their intelligence activities. This
builds trust and keeps everyone aligned on the mission.

V. MARITIME OSINT TOOLS

This section presents a comprehensive OSINT investiga-
tive toolkit for maritime security, structured into a modular
framework of interconnected investigative domains. It begins
by establishing the foundational capability of vessel and
port facility tracking, which provides the critical geospa-
tial and temporal baseline for all subsequent analysis. From
this starting point, the research expands into deeper lay-
ers of intelligence: administrative and regulatory research
to uncover corporate ownership and compliance; personnel
profiling to assess social engineering risks; geospatial and
environmental analysis to understand the operational con-
text; and digital infrastructure reconnaissance to map cyber
vulnerabilities. Finally, it details the analytical and threat
assessment tools that synthesize these disparate data streams
into actionable intelligence, enabling the identification of
hidden relationships, assessment of vulnerabilities, and eval-
uation of complex threats. Together, these six categories form
a complete workflow for transforming raw, publicly available
data into a strategic understanding of maritime entities, activ-
ities, and risks.

A. VESSEL AND PORTS FACILITY TRACKING

The ability to monitor vessel movements and maritime traffic
constitutes a foundational capability within maritime OSINT.
This category provides the essential data layer for establish-
ing the target’s operational baseline, including its real-time
location, historical routes, speed, and port call patterns. The
primary data source for this analysis is AIS, which can be
described as a publicly broadcast signal designed for collision
avoidance and maritime domain awareness [62]. By aggre-
gating and visualizing this data, investigators can reconstruct
a vessel’s past activities, identify deviations from expected
behavior, such as:

o Unexplained loitering,

« Route anomalies,

o Gaps in transmission that may indicate spoofing,

o Map broader patterns of traffic within strategic choke-
points or sensitive areas.

Practical application of this methodology is enabled by a
diverse ecosystem of specialized platforms and resources
(see Appendix Table 1). This continuous tracking forms
the critical temporal and geospatial framework upon which
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subsequent layers of technical, visual, and contextual intelli-
gence are overlaid, serving as the indispensable first step in
developing a comprehensive understanding of any maritime
entity or activity.

B. ADMINISTRATIVE AND REGULATORY MARITIME
INTELLIGENCE

The strategic value of corporate and official registry intelli-
gence lies in its ability to explore the legal and administrative
corners of the maritime domain. While vessel tracking reveals
where a ship is, these resources answer the critical questions
of who controls it, how it is managed, and its operational
standing. By mapping corporate hierarchies, verifying owner-
ship through official documents, and assessing financial and
regulatory compliance, investigators can transform a vessel
identifier into a comprehensive OSINT profile. This layer of
intelligence is indispensable for exposing complex ownership
structures used for sanctions’ evasion, identifying companies
with poor safety records indicative of higher operational risk,
and linking maritime assets to broader financial networks,
thereby providing the essential context that turns observed
movement into actionable strategic insight.

These types of tools (see Appendix Table 2) are most
powerful when their data is correlated and analyzed in com-
bination, revealing insights that isolated data points cannot
provide. For example, using OpenCorporates to uncover a
complex ownership web linked to a vessel found on World-
ships.com, and then investigating the financial risk of that
parent company via Lloyd’s List Intelligence, creates a com-
plete threat assessment.

C. CREW AND OFFICE PERSONNEL

While platforms designed for crew recruitment and mar-
itime networking serve a legitimate commercial purpose, they
also represent a significant vector for information leakage.
A proactive security assessment must acknowledge that these
resources are routinely exploited by malicious actors to har-
vest personnel data, including crew identities, certifications,
employment histories, and vessel associations. This harvested
intelligence can facilitate sophisticated social engineering,
targeted phishing campaigns, or the mapping of operational
patterns, thereby directly threatening maritime security and
operational integrity. Consequently, a core component of
personnel security involves continuously auditing/monitoring
these platforms (see Appendix Table 3) to identify and mit-
igate the exposure of sensitive information that could be
leveraged for adversarial purposes.

1) GEOSPATIAL, ENVIRONMENTAL, AND INFRASTRUCTURE
INTELLIGENCE

Geospatial, environmental, and infrastructure intelligence
provides the foundational physical and contextual layer for
maritime OSINT. This category of tools (see Appendix
Table 4) moves analysis beyond the vessel’s track to
understand the operational environment. It enables investi-
gators to analyze navigational routes using nautical charts
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(OpenSeaMap), conduct detailed visual reconnaissance of
ports and coastal infrastructure (Google Earth, Soar Atlas),
and incorporate real-time weather and oceanographic data
(Windy) to explain vessel behavior or assess voyage fea-
sibility. Critically, it also maps critical subsea assets like
telecommunications cables, allowing for the assessment of
vulnerabilities where maritime activity intersects with global
infrastructure. By fusing this geospatial and environmental
data with movement and corporate intelligence, a complete,
multi-dimensional picture of maritime operations and risks
emerges.

D. DIGITAL INFRASTRUCTURE, SOCIAL RECONNAISSANCE
AND CYBER-THREAT INTELLIGENCE

Once an initial foothold on a vessel’s technological sys-
tems is established through network scanning (Shodan,
Censys), an investigator can deploy a suite of IT-oriented
OSINT approaches to deepen the intelligence picture. This
includes using tools like Sherlock and Hunter.io to col-
lect data on crew and personnel, building profiles from
names and email addresses discovered in domain records
(ViewDNS.info, Crt.sh). These identifiers can then be lever-
aged to “dive deeper,” checking for credential exposures on
Have I Been Pwned or cross-referencing with social media
activity. Concurrently, vulnerability databases (CVE.org) and
threat intelligence platforms (AlienVault OTX) contextualize
technical findings, while dark web searches (Ahmia) and
conflict data (ACLED) provide insight into the adversarial
and operational environment.

The digital OSINT tools and techniques (see Appendix
Table 5) represent a curated selection for maritime appli-
cations rather than an exhaustive catalogue. While a vast
body of literature details OSINT methodologies for generic
cybersecurity and IT environments, the focus here is explic-
itly on their adaptation and relevance to the unique attack
surface and intelligence requirements of the maritime sector.
Consequently, emphasis is placed on tools that excel at prob-
ing maritime-specific technologies (e.g., exposed shipboard
ICS), correlating personnel data with physical operations,
and contextualizing findings within the global shipping
ecosystem.

E. ANALYTICAL AND THREAT ASSESSMENT TOOLS

The final analytical phase employs specialized tools (see
Appendix Table 6) to transform raw maritime data into
actionable intelligence. Link analysis platforms like Maltego
are critical for visualizing the complex relationships between
vessels, corporate owners, and ports, revealing hidden owner-
ship structures. Concurrently, vulnerability scanners (Nmap,
OpenVAS) probe the digital attack surface of shipboard
and port systems, while threat intelligence resources (ONI
Worldwide Threat Reports or GPS Interference Map) provide
essential context on regional piracy, conflict, and navigation
warfare risks. Frameworks such as the OSINT Framework
guide investigators to relevant sources, and technical utili-
ties like the Equasis CLI enable bulk data processing. This
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integrated analytical layer synthesizes technical, corporate,
and geospatial findings to produce comprehensive risk
assessments and support decisive maritime security actions.

VI. IMPLEMENTATION OF MARITIME OSINT TO PORT OF
TULUM

Building on prior research [63] and [64], which has exten-
sively explored IoT-based and broader cyberattacks targeting
maritime systems, our research introduces an OSINT-driven
dimension to this domain. While previous efforts focused
primarily on technical vulnerabilities and network-level
threats, we expand the threat landscape by incorporating
publicly available intelligence. For example, using data
gathered from Shodan to craft targeted phishing cam-
paigns aimed at compromising credentials for onboard Wi-Fi
terminals.

By combining traditional cyber reconnaissance with
OSINT techniques, such as identifying exposed services or
login portals, we reveal additional attack vectors that could
be exploited without triggering system in-place alerts. This
fusion not only broadens the adversarial perspective but also
emphasizes the importance of considering both technical
and human-layer vulnerabilities in maritime cybersecurity
assessments.

Such an approach enables comprehensive utilization of
the diverse range of data available through OSINT. This
information can be strategically applied to support preventive
measures, including threat hunting, vulnerability assess-
ments, and the development of early warning systems.

Staying ahead of the curve and closely examining the
digital footprint of both the organization and its personnel,
it becomes possible to identify potential security expo-
sures before they can be exploited. Platforms intended for
crew networking, vessel tracking, or industry transparency
are routinely exploited by malicious actors to harvest per-
sonnel data, map operational patterns, and identify targets
for social engineering or cyberattacks. Therefore, a proac-
tive defense must include auditing these resources from an
adversarial perspective to identify and mitigate information
leakage.

A. CASE STUDY: PROACTIVE OSINT ASSESSMENT OF THE
PORT OF TULUM, EREWHON
Note that the case study presented in this section is based on a
fictional port (the Port of Tulum) to avoid real-world targeting
and ensure ethical compliance; it is designed to illustrate the
practical application of the framework rather than to report
on an actual security assessment

This case study applies the maritime OSINT framework
outlined in Section IV-B to conduct a proactive security
assessment of the Port of Tulum, a fictional but representative
mid-sized port in Erewhon. The objective is not to disrupt
operations, but to demonstrate how publicly accessible infor-
mation can be systematically gathered, analyzed, and used
to identify potential vulnerabilities in physical, digital, and
human security layers.
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Port Overview (Based on Provided Data):

o Country: Erewhon

o Port Authority: Port of Tulum Authority

o Location: Seiduna 987-55, Tulum

« Contact: info@porttulum.com |

http://www.porttulum.com

Coordinates: Latitude 99.45°N, Longitude 80.05°E (Note:
fictional coordinates for exercise)

1) PHASE ONE: IDENTIFICATION
The purpose of this phase is to define the specific intelligence
requirement and scope of the assessment, establishing the key
focal points that will guide the subsequent investigation.
The intelligence requirement, which is defined as: “Map
the digital and administrative footprint of Tulum Port to iden-
tify potential vulnerabilities exploitable by a threat actor.”
Key focal points included:
o Publicly accessible IT/OT systems.
o Personnel information (management, IT staff, security).
o Operational schedules and vessel traffic.
« Physical layout and key infrastructure.

2) PHASE TWO: COLLECTION

This phase involves systematically gathering relevant raw
data from diverse public sources, including vessel tracking,
corporate records, digital infrastructure scans, and geospatial
imagery, to build a comprehensive information baseline.

Data was gathered from multiple open sources:

Maritime Traffic & Scheduling (MarineTraffic [12]/

VesselFinder [65]):

o Live AIS data showed regular cargo and container ship
traffic.

« Historical data revealed patterns: peak activity on week-
days, frequent calls from regional feeder vessels.

« Example AIS screenshot showing vessel M/V Erewho-
nian Pride docked at Berth 3, with publicly visible cargo
manifest metadata.

Administrative & Corporate Intelligence:

o Website Analysis (porttulum.com): The “Management”
page listed names and titles:

. Director: E... V...
. IT Manager: M...T...
. Harbor Master: Captain I... V...

o Email Pattern Discovery: Standard format identified:
first.last@porttulum.com.

o LinkedIn & Professional Networks: Profiles found for
targeted personnel, revealing career history, certifica-
tions, and professional connections.

Digital Infrastructure Reconnaissance (Shodan [54]/

Censys [66]):

o Search query: org:“Port of Tulum Authority” and
net:““192.0.2.0/24” (hypothetical range).

« Findings:

. Multiple exposed Industrial Control System (ICS)
devices (SCADA interfaces) with web login panels.
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. An unprotected network-attached storage (NAS)
device with a port documents folder indexed.

. Several IPs running “MikroTik RouterOS™ with
default credentials or outdated firmware.

. An exposed Remote Desktop Protocol (RDP) ser-
vice on a server labeled ““Tulum-Port-Mgmt”.

Geospatial & Infrastructure Intelligence:

e Google Maps [67] / OpenStreetMap [68]: High-
resolution imagery showed the layout of gates, cranes,
admin buildings, and perimeter fencing.

« Submarine Cable Map: A major fiber-optic cable landed
near the port’s data center location.

3) PHASE THREE: PROCESSING
The purpose here is to organize, filter, and structure the
collected raw data into a usable format, such as databases and
inventories, to prepare it for effective analysis.

« Data was organized into structured tables:

. Personnel Database: Names, roles, emails, social
links.

. Asset Inventory: IPs, open ports, services, vulnera-
bilities.

. Operational Timeline: Vessel arrivals/departures,
shift changes.

« Raw Shodan data was filtered to highlight critical expo-
sures: RDP, default logins and unpatched services.

4) PHASE FOUR: ANALYSIS
In this phase, the processed data was systematically analyzed
and evaluated to transform raw findings into actionable intel-
ligence. To move beyond a descriptive account and provide a
structured assessment, we categorized the identified vulner-
abilities, ranked their potential severity, and mapped them to
the MITRE ATT&CK framework [9], a globally recognized
knowledge base of adversary tactics and techniques.

Categorization and Severity Ranking of Findings

The intelligence gathered was grouped into four thematic
categories reflecting different layers of the port’s attack sur-
face: Digital Infrastructure, Human/Personnel, Operational,
and Physical. Each finding was then assessed for its potential
severity, considering both the ease of exploitation and the
potential impact on port operations (see Appendix Table 7).

Synthesis of Risk Scenarios

Cross-referencing the data within this structured frame-
work revealed several high-probability, high-impact attack
scenarios that an adversary could develop using this OSINT:

Scenario 1: Targeted Ransomware Attack (Digital +
Human): An attacker could use the identified email format
(first.last@porttulum.com) and the LinkedIn profiles of the
IT Manager and other staff to craft a highly believable spear-
phishing email. If successful, this could provide a foothold
in the corporate network, from which they could pivot to
the exposed RDP service or unpatched network devices. This
access could then be used to deploy ransomware, potentially
disrupting terminal operating systems and causing significant
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operational delays, as seen in historical incidents like the
NotPetya [45].

Scenario 2: Operational Disruption via ICS Manipulation
(Digital): The discovery of exposed ICS interfaces presents a
direct and critical threat. An adversary could attempt to gain
access to these systems using default credentials (common
in OT environments) or by exploiting known vulnerabilities.
Successful access could allow them to manipulate cargo han-
dling equipment, cranes, or gate systems, causing physical
damage and prolonged operational standstill, reminiscent of
the cyberattack on Iran’s Shahid Rajaee port [48].

Scenario 3: Credential Harvesting and Network Pivot
(Human + Digital): Using the identified personnel data,
an attacker could set up credential harvesting pages mim-
icking the port’s VPN or email login portals. Compromised
credentials for a high-level user, such as the Harbor Master or
a system administrator, could then be used to directly access
internal systems via the exposed RDP service, bypassing
perimeter defenses.

This structured analysis demonstrates that OSINT is not
merely a data-gathering exercise but a powerful analytical
capability. By categorizing, ranking, and mapping findings
to established threat frameworks, we can move from simple
observation to the prediction of specific, credible attack paths.
This allows security teams to prioritize remediation efforts on
the most critical risks rather than reacting to every piece of
exposed data equally.

5) PHASE FIVE: DISSEMINATION
The final purpose is to communicate the analytical find-
ings and tailored recommendations in a clear, actionable
report to the relevant stakeholders, enabling informed
decision-making and security improvements.

A classified threat report was drafted for port management,
summarizing:

e Critical Risks: Unsecured ICS devices, exposed man-
agement interfaces.

e Medium Risks: Employee information leakage, pre-
dictable credentials.

e Recommendations:

o Segment OT networks from the public internet.

« Enforce multi-factor authentication on all external
services.

« Conduct cybersecurity awareness training for staff.

o Regularly audit digital footprints using OSINT
tools.

VII. DISCUSSION

This discussion section interprets the practical findings of
the maritime OSINT framework, translating methodology
into actionable security strategy. It begins by address-
ing the often-overlooked human factor, demonstrating how
OSINT reveals personnel-related vulnerabilities that form the
backbone of social engineering attacks. The section then out-
lines the essential pillars for organizational implementation,
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detailing the necessary integration structures, standardized
processes, and continuous training required to operational-
ize intelligence. Furthermore, it reflects on the implications
drawn from the Port of Tulum case study, highlighting the
framework’s value in enabling proactive, cost-effective risk
management. Finally, it concludes with a critical examination
of the framework’s inherent limitations.

A. HUMAN FACTOR: THE MISSING PIECE

By systematically collecting and analyzing publicly available
data such as exposed ports, service banners, login interfaces,
and even crew information, analysts can uncover vulnera-
bilities without engaging in intrusive activities. Tools like
Shodan allow researchers to monitor maritime digital foot-
prints in real time, revealing unsecured services or outdated
firmware on vessel-based systems. When paired with social
engineering insights, such as email addresses, domain struc-
tures, or crew habits found online, this intelligence becomes
a foundation for constructing realistic attack simulations and
assessing resilience against potential phishing campaigns or
password reuse attacks.

More importantly, integrating OSINT into existing threat
hunting workflows enables early detection of anomalies and
suspicious behavior patterns. For instance, if a vessel satellite
terminal appears in Shodan with default credentials or is
associated with known vulnerable software, this can trigger
a risk flag long before an exploit is attempted. Likewise,
when OSINT feeds are combined with internal logs or vul-
nerability scanners, security teams gain a more complete
picture of their exposure, allowing them to prioritize patch-
ing, improve network segmentation, and harden systems
against both opportunistic and targeted attacks.

B. ORGANIZATIONAL INTEGRATION

Effective implementation requires seamless integration of
OSINT practices into existing maritime security operations.
A clear definition of roles and responsibilities is essential,
spanning from OSINT collection specialists to analysts and
end users of the collected intelligence. Depending on the
organization’s size and available resources, these roles may
be filled with dedicated personnel or incorporated into the
duties of existing security teams. Penetration testing or pen-
testing teams should collaborate closely with OSINT units,
using open-source findings to simulate targeted attacks. For
example, phishing campaigns based on scraped crew profiles
or spoofed AIS data [69].

Integrating OSINT into security operations ensures that
intelligence insights translate directly into actionable secu-
rity measures. This involves establishing clear workflows
that link intelligence findings to security controls, inci-
dent response protocols, and informed risk management
decisions [70].

Resource allocation for OSINT integration should align
with the organization’s size, threat landscape, and overall
security maturity. While smaller maritime organizations can
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TABLE 1. Vessel and port facility platforms.

No. | Platform Name Link Primary Use in Maritime OSINT

1 MarineTraffic marinetraffic.com Used to visualize global shipping traffic, monitor specific vessels in near
real-time, analyze port activity, and access ship particulars and photos.

2 VesselFinder vesselfinder.com

3 Myshiptracking myshiptracking.com

4 Shipfinder shipfinder.co

5 VesselTracker vesseltracker.com

6 ShippingExplorer shippingexplorer.net

7 HiFleet hifleet.com Analyzes fleet compositions, trade patterns, and vessel technical
specifications for market intelligence.

8 AIS Hub aishub.net Serves as a valuable source for raw, community-sourced AIS data, useful
for accessing feeds in regions with limited commercial coverage.

9 PocketMariner pocketmariner.com Utilized for mobile, on-the-go vessel tracking and navigation reference,
particularly useful for field observations.

10 CruisingEarth cruisingearth.com Used to obtain visual, real-time confirmation of a vessel's presence in port
via live webcam feeds, supplementing AIS data.

11 NoForeignLand noforeignland.com/map/ Leveraged to gather crowd-sourced intelligence from the cruising
community on vessel locations, anchorages, and local conditions.

12 Cruise Mapper cruisemapper.com Specifically used to track cruise ship itineraries, monitor fleet movements,
and access schedules and deck plans for this vessel class.

13 Superyachts.com superyachts.com Used to investigate the luxury yacht market, identify ownership (via
sale/charter listings), and track specific high-value assets.

14 TankerTrackers tankertrackers.com/report/ Used to identify and monitor vessels that are officially sanctioned or

sanctioned engaging in clandestine activities like ship-to-ship transfers.

15 Planet Insights insights.planet.com Used to task and analyze high-frequency satellite imagery to monitor port
infrastructure, shipbuilding activity, or track vessels over time.

16 Copernicus Browser browser.dataspace.copernicus.eu Used to freely access and download high-resolution Sentinel satellite radar
(SAR) and optical imagery for wide-area maritime surveillance.

17 Bellingcat SAR Ship ollielballinger.users.earthengine.app/ | Specifically used to programmatically search vast archives of SAR satellite

Detection Tool view/ship-detection-tool data to locate and identify vessels in any weather, day or night.

18 Shipspotting.com www.shipspotting.com Used to find photographic evidence of a vessel’s appearance, modifications,
past names (livery), and historical locations.

19 SkylineWebcams skylinewebcams.com/en/live-cams- Used for live visual verification of vessel presence, activity, and conditions

category/seaport-cams.html at major ports worldwide.

20 Worldcam worldcam.eu Used to discover and access a broad network of public webcams that may

offer views of ports, waterways, or coastal areas of interest.

adopt basic OSINT practices with minimal investment, larger
entities may benefit from building comprehensive intelli-
gence functions supported by dedicated staff and specialized
analytical tools [71].

C. PROCESS DEVELOPMENT
Having well-defined processes in place is key to ensuring
consistency and methodological discipline across maritime
OSINT efforts. Structured workflows—starting from the ini-
tial information needed all the way to the final OSINT-based
product—help turn scattered data into insightful informa-
tion. When adapted to the maritime context, the intelligence
cycle typically includes defining requirements, planning the
collection, gathering relevant information, processing and
analyzing it, testing the collected data via penetration testing
to validate findings (e.g., stress-testing identified vulnera-
bilities like exposed ship systems or weak credentials), and
refining intelligence priorities before delivering actionable
insights to support real decision-making in compliance with
IMO Guidelines on Maritime Cyber Risk Management [72].
To keep intelligence efforts aligned with real-world secu-
rity needs, requirements management becomes essential.
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This includes regular reviews, prioritization frameworks, and
feedback loops to assess whether the intelligence being pro-
duced is meeting operational goals. On top of that, quality
control plays a critical role. Applying analytical standards and
involving independent reviews all help ensure that the final
intelligence products are accurate, unbiased, and genuinely
useful to those making security decisions.

D. TRAINING AND AWARENESS

Running effective maritime OSINT operations isn’t just about
having the right tools; it takes people with the right skills and
domain knowledge, a requirement reinforced by both NIS-2
Directive Article 21, which mandates cybersecurity training
for critical sectors, including maritime transport [73], and
IMO’s ISM Code, which emphasizes crew competency in risk
management [6]. Different roles demand different expertise.
While all team members need a solid grasp of intelligence
fundamentals, those working in maritime environments also
need a strong understanding of operational realities at sea,
how ships move, how port systems work, and what normal
looks like in that domain [74].
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TABLE 2. Administrative and regulatory maritime intelligence platforms.

No. | Platform Name Link Primary Use in Maritime OSINT

1 ILO/IMO Joint Database wwwex.ilo.org/dyn/r/abandonment/ | Investigates vessel or company history of labor violations and seafarer
on Abandonment of seafarers/home welfare issues as risk indicators.

Seafarers

2 Equasis.org equasis.org/EquasisWeb/ Accesses ship safety inspections, detention records, and company

public/HomePage performance for operational risk assessment.

3 International itu.int/mmsapp/shipstation/list Identifies and verifies vessel maritime mobile service identity (MMSI)
Telecommunication numbers to support radio communications tracking and AIS authentication.
Union’s Maritime Mobile
Access and Retrieval
System (ITU MARS)

4 Global Integrated Shipping | webaccounts.imo.org/Common/ Researches official IMO documentation including company details,
Information System WebLogin.aspx? App=GISISPublic | pollution incidents, and vessel certificates.

(GISIS)

5 HELCOM maps.helcom.fi/website/mapservice | Used to monitor environmental and maritime safety data, incident reports,

and shipping activities specifically within the Baltic Sea region.

6 International Commercial icc-ccs.org/map Used to research piracy and armed robbery incident reports, as well as check
Chamber (ICC) vessels against the ICC’s database for involvement in maritime fraud.
Commercial Crime
Services (CCS)

7 PortTechnology.org porttechnology.org Gathers intelligence on port security systems, terminal operations, and

cybersecurity technologies.

8 Marine Cadastre (U.S.) hub.marinecadastre.gov/pages/vess | Visualizes jurisdictional boundaries, offshore infrastructure, and vessel

eltraffic routes in U.S. waters.

9 Sea-Distances.org sea-distances.org Calculates port-to-port distances and durations to validate vessel itineraries

and identify travel anomalies.

10 National Geospatial- msi.nga.mil/Publications/SDEnrout | Provides authoritative navigational intelligence, coastal descriptions, and
Intelligence Agency e maritime safety notices for regional activity assessment.

(NGA)

11 OpenCorporates opencorporates.com Maps corporate hierarchies, identifies beneficial owners, and traces vessel

ownership across jurisdictions.

12 | Lloyd's List Intelligence lloydslistintelligence.com Conducts commercial due diligence and assesses financial and geopolitical

risk for shipping companies and vessels.

13 Black Book Online blackbookonline.info/Maritime- Provides consolidated access to official maritime records for vessel

Public-Records.aspx documentation and ownership verification.

14 World-ships.com world-ships.com Provides central lookup for vessel identification details and integrates

ownership data with real-time AIS positions.

15 BoatInfoWorld.com boatinfoworld.com Researches recreational and small commercial vessels not found in major

maritime databases.

16 Marine Link marinelink.com Monitors industry news, company announcements, and maritime technology

trends.

17 Maritime Database maritime-database.com Compiles shipping company profiles, identifies key personnel, and analyzes

fleet compositions.

18 Regs4ships regs4ships.com Searches international maritime regulations to verify vessel and company

compliance posture.

But it does not stop at the initial training. Continuous
learning is essential to keep pace with evolving threats, tech-
nologies, and shifting geopolitical dynamics. That means
regular training refresher, threat briefings, and chances for
professional growth. Additionally, organizational awareness
efforts help people outside the security team, like crew mem-
bers or port operators, understand how intelligence fits into
the bigger picture. When they see how their day-to-day obser-
vations contribute to broader threat awareness, the whole
system becomes more responsive and resilient.

E. ETHICAL AND OPERATIONAL NOTES

All information was obtained from publicly accessible
sources only. No systems were accessed without autho-
rization. The exercise adhered to the ethical guidelines in
Section I'V-C, with purpose limitation and data minimization
strictly observed. The fictional “Port of Tulum” was used to
avoid real-world targeting.
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F. IMPLICATIONS FOR MARITIME SECURITY
The case study of the Port of Tulum validates several
key principles of the proposed framework. First, it demon-
strates that OSINT provides a low-cost, high-value layer of
threat intelligence that is accessible to ports and maritime
organizations of all sizes, enabling proactive risk assess-
ment without significant capital investment. Additionally, the
assessment underscores that human factors remain the weak-
est link in maritime cybersecurity; personnel data—including
names, roles, and professional associations—is frequently
and unintentionally exposed via corporate websites, profes-
sional networking platforms, and third-party data breaches.
This exposure reinforces the necessity for proactive and
continuous monitoring of an organization’s own digital
footprint. The intelligence gathered during this exercise
was sourced entirely from publicly accessible information,
underscoring a fundamental truth: what is visible to secu-
rity researchers is equally visible to adversaries. Therefore,
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TABLE 3. Crew and office personnel platforms.

No. | Platform Name Link Primary Use in Maritime OSINT

1 Crewlinker crewlinker.com Analyzes crewing needs and hiring patterns to assess company operational
tempo and expansion.

2 Crewbay crewbay.com Researches personnel and activities in the private and recreational sailing
sector.

3 Crewseekers crewseekers.net Gathers intelligence on the global yachting community and vessel or skipper
movements.

4 Findacrew findacrew.com Identifies connections between vessels, skippers, and crew within the global
boating network.

5 Sfsailing.com sfsailing.com/sailing/index.cfm/crew | Monitors local San Francisco sailing forum for crew positions and

list/crew_main recreational sailing activity.

6 Sailorshub.in sailorshub.in Finds seafarer profiles, monitors industry discussions, and gathers career
and certification details.

7 OceanCrew.org oceancrew.org Analyzes job postings to identify active shipping companies and potential
fleet expansions.

8 CoBoaters coboaters.com Maps personal connections and activity patterns in the private recreational
boating community.

9 NGO Shipbreaking shipbreakingplatform.org Investigates end-of-life vessels, shipbreaking practices, and environmental

Platform or labor violations.

TABLE 4. Geospatial, environmental & infrastructure intelligence platforms.

No. | Platform Name Link Primary Use in Maritime OSINT

1 OpenSeaMap openseamap.org Accesses community-updated nautical charts for route analysis and area
familiarization.

2 OpenStreetMap openstreetmap.org Provides geographic base layer to verify coastal infrastructure and port
context.

3 Google Maps. google.com/maps Conducts visual reconnaissance of port facilities and coastal installations.

4 Google Earth earth.google.com

5 Soar Atlas soaratlas.com/discover Accesses commercial satellite and aerial imagery for monitoring vessel
activity and infrastructure.

6 Windy windy.com Integrates weather and ocean data to analyze voyage feasibility and
environmental impacts.

7 Submarine Cable Map subtelforum.com/submarine-cable- Identifies undersea cable infrastructure and assesses risks from maritime

ma| activity.

the integration of structured OSINT practices into routine
security audits and compliance checks is essential. By iden-
tifying and remediating these exposures before they can be
weaponized, maritime stakeholders can shift from a reactive
security posture to a preventive one, effectively preempting
attacks and strengthening overall cyber resilience.

G. OSINT INTEGRATION INTO MARITIME CYBERSECURITY
GOVERNANCE AND OPERATIONAL PROCESSES

This section provides practical guidance for organizations
of varying maturities to adopt the proposed framework,
linking it to regulatory compliance and established security
workflows.

1) GOVERNANCE AND REGULATORY ALIGNMENT
Integrating OSINT begins at the governance level, where it
should be framed as a tool for fulfilling existing regulatory
obligations.
o« IMO Resolution MSC.428(98) [5] and the ISM
Code [6]: The ISM Code requires companies to iden-
tify and assess risks to shipboard safety management
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systems. OSINT provides a direct, externally focused
method for this identification. For example, the IT team
performs a quarterly Shodan scan of vessel IP ranges.
Finding an unsecured remote access point that must be
documented and mitigated under the ISM framework.

o NIS-2 Directive [73]: For ports and maritime opera-
tors falling under NIS-2, Article 21 mandates specific
cybersecurity measures, including supply chain secu-
rity, incident handling, and basic cyber hygiene. OSINT
directly supports these mandates. The framework’s abil-
ity to profile third-party vendors and monitor for leaked
credentials provides a cost-effective method for assess-
ing the cyber hygiene of the broader supply chain, a key
requirement of the directive.

o Data Protection (GDPR): As outlined in Section IV-C,
all OSINT activities must be governed by strict ethical
and legal guidelines. By adhering to principles of data
minimization and purpose limitation, maritime orga-
nizations can conduct personnel-focused OSINT in a
manner that remains compliant with GDPR and similar
privacy regulations.
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TABLE 5. Digital infrastructure, social reconnaissance and cyber-threat intelligence platforms.

No. | Platform Name Link Primary Use in Maritime OSINT
1 Shodan shodan.io Actively scan for and identify exposed maritime Industrial Control Systems
- (ICS), onboard satellite terminals, and port network devices accessible from
2 Censys search.censys.io the internet.
3 ZoomEye zoomeye.ai
4 Netlas.io netlas.io
5 FOFA en.fofa.info
6 Criminal IP criminalip.io
7 Sherlock github.com/sherlock- Discover crew and employee social media profiles, professional emails, and
project/sherlock historical company web pages to build target profiles and map organizational
8 Hunter.io hunter.io/domain-search structures.
9 Recruit'em recruitin.net
10 | Meta Platforms, Wayback | web.archive.org
Machine
11 WhatsMyName Web whatsmyname.app
12 | Searchsystems.net publicrecords.searchsystems.net
13 ViewDNS.info viewdns.info Enumerate subdomains, map a shipping company's digital footprint,
discover associated services, and gather contact information from public
14 Crt.sh crt.sh sources.
15 | DNSdumpster dnsdumpster.com
16 TheHarvester github.com/laramies/theHarvester
17 IPinfo.io ipinfo.io
18 IP Geolocation API ip2location.io
19 Phonebook.cz phonebook.cz
20 | TinEye tineye.com Analyze photos from ship tours, port visits, or crew social media to verify
locations, extract timestamps, and identify camera sources or detect
21 EXIF.tools exif.tools forgeries.
22 Forensically 29a.ch/photo-forensics/#forensic-
magnifier
23 Exifdata.com exifdata.com
24 | Have I Been Pwned haveibeenpwned.com Check if crew or corporate emails have been exposed to data breaches
(providing password intelligence) and research known software
25 | CVE.org cve.org vulnerabilities in maritime systems.
26 | National Vulnerability nvd.nist.gov
Database
27 Armed Conflict Location acleddata.com Contextualize maritime incidents, port disruptions, or vessel deviations
& Event Data Project within local or regional conflict dynamics and security events.
(ACLED)
28 Ahmia ahmia.fi Search for mentions of specific vessels, companies, or crew within indexed
dark web forums, which may reveal planned attacks, leaked data, or illicit
29 | DuckDuckGo on Tor duckduckgo.com services.
30 Haystak torry.io/learn/haystak
31 OnionLand onionland.io

2) OPERATIONALIZING OSINT: A TIERED INTEGRATION
MODEL
The operational integration of OSINT should be scaled to an
organization’s size, resources, and risk profile.
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Tier 1: The Basic “Digital Footprint Audit” Model
(Small Operators):

For smaller shipping agents, port service providers,
or shipowners with limited IT staff, a lightweight approach is
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TABLE 6. Analytical and threat assessment tools platforms.

No. | Platform Name Link Primary Use in Maritime OSINT

1 Maltego maltego.com Provides link analysis capabilities to map relationships between vessels,
corporate entities, port calls, and digital infrastructure for identifying
ownership structures.

2 Gephi gephi.org Enables large-scale network analysis and visualization of relationships

within shipping consortia, fleet operations, and communication patterns.

3 Octopus.do octopus.do/sitemap/generator

Creates visual sitemaps and knowledge graphs to document investigation
structure and link targets to data sources.

4 Nmap nmap.org Scans public IP ranges of vessels or ports to identify open ports, running
services, and operating systems.

5 Nikto github.com/sullo/nikto Scans maritime web servers for known security misconfigurations and
vulnerabilities.

6 OpenVAS openvas.org/ Scans maritime web servers for known security misconfigurations and

vulnerabilities.

7 Metasploit metasploit.com

Validates vulnerabilities in authorized engagements to assess risk and
potential impact.

Searchsploit exploit-db.com/searchsploit
8 Lynis cisofy.com/lynis Performing security audits on Unix/Linux-based shipboard systems or shore-

side servers to identify hardening issues and compliance gaps.

9 Pulsedive pulsedive.com

Enriches technical indicators with threat intelligence to assess association
with malicious activity.

10 ONI Worldwide Threat to | oni.navy.mil/ONI-

Researching historical and current regional threats (piracy, conflict,

Map

Shipping Reports/Shipping-Threat- terrorism) to assess the voyage risk for specific vessels or shipping lanes.
Reports/Worldwide-Threat-to-
Shipping/
11 GPS/GNSS Interference gpsjam.org Correlating vessel AIS anomalies or navigation failures with geographically

mapped incidents of GPS jamming and spoofing to attribute disruptions.

12 OSINT Framework osintframework.com

Serving as a centralized, curated directory to quickly discover and access the
most relevant OSINT data sources and tools for a maritime investigation.

13 OSINT Map by
CybDetective

cybdetective.com/osintmap

Using a visual, mind-map-style interface to navigate and select specialized
OSINT tools and techniques for different phases of a maritime inquiry.

14 Synapsint synapsint.com

Aggregates searches across social media and public data platforms for
maritime companies, vessels, or personnel.

15 Google Dataset Search datasetsearch.research.google.com

Discovering specialized, publicly available datasets relevant to maritime
research, such as port statistics, environmental data, or vessel emission
databases.

16 | Equasis CLI (Command
Line)

github.com/rhinonix/equasis-cli

Queries the Equasis database programmatically to retrieve vessel inspection,
detention, and ownership history in bulk.

17 GPSwise gpswise.aero/map

Web-based map tool specifically designed for tracking and visualizing
instances of GPS jamming and spoofing worldwide.

most feasible. This involves designating a single responsible
person to conduct a semi-annual “digital footprint audit.”
This individual would use a simplified checklist derived from
the framework, including:

o Searching for the company’s vessels on public AIS
trackers.

o Performing a basic domain and email pattern review.

o Checking company email domains against Have I Been
Pwned [75].

o Conducting a simple Shodan search for the company’s
public IPs.

The findings are then compiled into a simple report for man-
agement, highlighting any critical exposures.

Tier 2: Integrated MSOC/Watchkeeper Model (Mid-Sized
Companies):

Organizations with a Maritime Security Operations Center
(MSOC) [23], [76] or a dedicated IT security team should
integrate OSINT into their daily monitoring workflows. This
involves:
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o Continuous Monitoring: Using tools like Shodan Mon-
itor to receive alerts when new company assets are
exposed online.

o Threat Intelligence Feeds: Subscribing to open-source
threat intelligence feeds and correlating indicators with
internal logs.

o Standard Operating Procedures (SOPs): Developing
SOPs for OSINT collection. For example, an SOP titled
“Vessel Pre-Charter OSINT Check” could require ana-
lysts to run a standard set of queries on a vessel’s
IMO number, owner, and management company before
a charter is finalized.

Tier 3: Dedicated Threat Intelligence Function (Large
Ports and Major Operators):

Large port authorities or global shipping lines should con-
sider a dedicated threat intelligence team. This team would
not only conduct the activities in Tier 2 but also engage in
proactive threat hunting, dark web monitoring (using tools
like Ahmia [77] ), and geopolitical risk analysis. They would
produce regular intelligence briefs for the C-suite and board,
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TABLE 7. Structured analysis of OSINT findings for the port of Tulum.

Category Finding / Vulnerability Description Potential MITRE ATT&CK Mapping (Tactic:
Severity Technique)
Digital Exposed ICS/SCADA Multiple industrial control system login CRITICAL | Initial Access (T1190): Exploit Public-
Infrastructure | Interfaces panels were found directly accessible from Facing Application
the public internet via Shodan.

Unpatched Network Several IPs running "MikroTik RouterOS" HIGH Initial Access (T1190): Exploit Public-

Devices (MikroTik were identified with outdated firmware, Facing Application

Routers) potentially vulnerable to known exploits.

Exposed RDP Service An RDP service on a server labeled "Tulum- HIGH Initial Access (T1133): External Remote
Port-Mgmt" was openly accessible, Services
presenting a direct target for brute-force
attacks.

Unprotected NAS Device | A network-attached storage device with a HIGH Collection (T1119): Automated Collection;
publicly accessible folder containing port Exfiltration (T1048): Exfiltration Over
documents was discovered. Alternative Protocol

Human / Human / Personnel Names, titles, and email address formats for MEDIUM | Reconnaissance (T1591): Gather Victim
Personnel key personnel (IT Manager, Harbor Master) Org Information; Initial Access (T1566):
were publicly available on the port's website. Phishing

Geotagged Social Media Employee social media posts (found via LOW Reconnaissance (T1593): Search Open

Posts Sherlock) occasionally contained geotagged Websites/Domains; Physical Access
photos near restricted areas. (Tactical Goal)

Operational Public Vessel Schedules Detailed vessel arrival/departure schedules MEDIUM | Reconnaissance (T1591): Gather Victim
were visible on tracking platforms, revealing Org Information; Impact (T1499):
peak operational periods and just-in-time Endpoint Denial of Service (by timing an
logistics dependencies. attack)

Physical Visual Identification of High-resolution satellite imagery clearly LOW Reconnaissance (T1597): Search Closed

Infrastructure showed the layout of gates, cranes, admin Sources; Physical Access (Tactical Goal)
buildings, and perimeter fencing.

directly informing strategic risk management decisions, such
as altering shipping routes based on OSINT-derived insights
into regional instability.

By adopting this tiered approach and linking OSINT activ-
ities directly to governance, compliance, and operational
workflows, maritime organizations can transition from view-
ing OSINT as an abstract academic concept to a practical,
value-driving component of their proactive cyber defense
strategy.

H. LIMITATIONS

While this research provides a comprehensive framework for
applying OSINT to maritime cybersecurity, several limita-
tions must be acknowledged:

The proposed framework and tool taxonomy are based
on publicly available sources and simulated case studies.
Real-world applicability may vary across different mar-
itime organizations, vessel types, and geopolitical contexts.
Furthermore, the framework has been validated primarily
through illustrative case studies rather than longitudinal real-
world deployments. Further empirical testing is needed to
assess its effectiveness in diverse threat scenarios and oper-
ational settings.

OSINT relies on publicly accessible data, which may
be outdated, incomplete, or intentionally misleading. The
dynamic nature of cyber threats and the rapid evolution of
digital platforms mean that the tools and sources listed may
become obsolete or less effective over time. Additionally,
Many OSINT tools require technical proficiency and may
not be fully accessible or interpretable by non-specialists.
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Additionally, the increasing use of encryption, privacy-
enhancing technologies, and closed platforms may reduce the
visibility of publicly available data.

While ethical guidelines are proposed, the legal landscape
governing OSINT remains fragmented. Adherence to regula-
tions such as GDPR may limit the scope and methods of data
collection, particularly when dealing with crew and personnel
information.

The framework assumes a certain level of organizational
maturity, resources, and cybersecurity awareness. Smaller
maritime entities may lack the expertise, budget, or insti-
tutional support to implement such an OSINT program
effectively.

From an adversarial point of view, as OSINT methodolo-
gies become more widely adopted, threat actors may adapt
their tactics to reduce their digital footprint or deploy counter-
OSINT measures, thereby diminishing the effectiveness of
some techniques over time.

VIIl. CONCLUSION

The rapid and widespread digitalization of the maritime
sector, while driving unprecedented operational efficiency
and connectivity, has also dramatically expanded its cyber-
attack surface. This research underscores the urgent need
for proactive cybersecurity strategies in an industry where
traditional reactive measures are increasingly inadequate.
Through the development and application of a dedicated
maritime OSINT framework, this paper demonstrates how
publicly available information can be systematically lever-
aged to identify vulnerabilities, detect early-stage threats, and
enhance situational awareness across maritime operations.
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Our study makes several key contributions. First, we intro-
duce a structured, phase-based OSINT methodology tailored
to the maritime context, encompassing identification, col-
lection, processing, analysis, and dissemination. Second,
we provide a comprehensive taxonomy of maritime cyber
threats, actors, and attack vectors, contextualizing OSINT
within the sector’s unique risk landscape. Third, we present
a curated and categorized toolkit of over 100 OSINT
resources specifically relevant to maritime security. Fourth,
we embedded this technical discussion within a neces-
sary ethical and legal framework, emphasizing privacy,
proportionality, and compliance with regulations such as
GDPR and the NIS-2 Directive. Finally, we provide prac-
tical guidance on integrating the OSINT framework into
existing maritime cybersecurity governance structures, offer-
ing a tiered adoption model that enables organizations
of all sizes to operationalize these techniques in align-
ment with regulatory requirements and established security
workflows.

The case study presented in this paper illustrates how
basic, disciplined OSINT techniques can expose significant
digital footprints and potential security weaknesses in critical
infrastructure without intrusive measures. This reinforces the
paper’s central thesis: OSINT is not merely an adjunct to
maritime cybersecurity but a foundational component of a
modern, proactive defense posture. By transforming freely
available data into actionable intelligence, maritime stake-
holders can shift from a reactive, incident-driven security
model to one focused on prevention, early warning, and
informed risk management. Furthermore, by categorizing
identified vulnerabilities, ranking their severity, and mapping
them to established frameworks such as MITRE ATT&CK,
the case study demonstrates how raw OSINT findings can be
systematically evaluated to construct plausible, multi-vector
attack scenarios. This structured analytical approach trans-
forms simple observation into predictive threat intelligence,
enabling organizations to prioritize remediation efforts based
on concrete risk assessments and anticipate adversary behav-
ior before an incident occurs.

To advance maritime OSINT capabilities, future research
should prioritize integration with artificial intelligence and
machine learning to automate threat detection, behavioral
analysis, and monitoring digital forums. This should be
coupled with the development of advanced sensor fusion plat-
forms that combine AIS, satellite imagery, and IoT data into
a unified, real-time maritime common operational picture.

A deeper exploration of human-centric OSINT, includ-
ing social media profiling and simulated social engineering
attacks, is needed to address the critical human factor in
cybersecurity. Furthermore, the field would benefit signifi-
cantly from the standardization of threat intelligence sharing
formats and the creation of quantitative models to assess
the return on investment of OSINT programs. Simultane-
ously, clearer international legal and ethical frameworks
must be established to govern active reconnaissance activi-
ties. Finally, investing in advanced training simulators will
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be essential for building practical, scenario-based expertise
across the maritime workforce.

IX. APPENDIX
See Tables 1-7
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